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ABSTRACT

This study examines the ARP and RDP Bluekeep vulnerabilities on using Embedded
Systems and identifies the possible implications of such vulnerabilities by performing
penetration testing on virtualized embedded machines. Furthermore, this study elaborates
on that the Administrative privileges can be easily taken away through the RDP
Bluekeep vulnerability, and that all packets containing communication information of
various protocols could be severely leaked by the ARP Spoofing method. The result of
this study presents the solutions for these vulnerabilities.
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2.2. ARP Spoofing
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2.3. RDP

RDP (Remote Desktop Protocol)> ¢4 #
Sgow R TREww o AFY
o A & WAo® GUI (L#d AR
AL Qg He]2E) Algdts ZrEZO|T
TeamViewer2] <14 tﬂ-’:i%ﬂ ol 211
Ae el staS Frsks Aol ofbd

AN el A mowﬂi the AFE A
A AFF E1§ 20le o],un] A AFF Eﬂ
o] ARL AFo R ZaolLo] HE EX
o]

24. NAC

YEYA H:  Alof(Network  Access

Control)= Wlo|g]2~ WAl T 2E HE Wb
A, FokH A g Bt V&, AHEA

= }\]/\E-ﬂ o]Z, j_‘:r/] |EQT RS
sz Fodt ARE oudth ® AT
AL oje] AEY EeEZE o] gotol

nerg g gelstn dAstug ek,

. 22
3. VEST7 =d¥

2 gl Q= Azdg 9
:rAIL_

o s

fe

§O f BN
et
E
Il
o ¢
HJ
rl
i

ﬂllﬂl n

b)
N
e
-‘3

.L4
i

>

~~
—
N
>

RP Spoofing2.Z 7 A

=4 37

o
G 9 e

| telneto]t} SSLS A}E-31A
deolg7t asteA &=
TrEFS AREA AFE A A7l
= T Uow T AE GFH7F EHA
olFoj Xttt e T FEto|dEM
24 ANE 4Ase] A0S A A
L 7bse AdA ZE UESAY e
Aem o]Fo]ld 4 9l ARP Spoofing,
Router Hijackings §3lA 2% 4 3

U 23> ARP Spoofing?] AldS &
tol 24 gy AREe AR TN
Al

ofr

= A 34S aoks AAE Aol
A= ol &3 HFHE 7 diolw, ¥
ZAZQl Kali Linux®t 374 ™| Windows
109] FA A7 22k AR =] 9l

A WA daks F AFE PE Hotst

= Aolth. ¥4 WA (192.168.1.105), &
A= (192.168.1.103)¢1 AL et}

:~# ifconfig
p: flags=4163<UP,BROADCAST,R

inet 192.168.1.183 net
ineté fe86::28c:29ff:fe
ether 88:80c:29:ba:51:bl

a8 1 - FZ3A9) 1P} MAC Address?>

-2 -



g 2 - 33 gAY >

o2 AloJEgelql  (192.168.1.1)9]
MAC AddressE d}o}3ho},

<a¥ 3 - &-$E<9 4A| MAC Address>

ARl A ge-E ol E el <l
g Tl 7H e EE A

fragrouter

:~# fragrouter -Bl
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"\x03\x00\x00\x09"

# PER encoded PDU
"\x02\xfO\x80"

# shutdownRequestPduData
"\x21\x80"
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